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Machine to machine (M2M)  

IoT is not a construct that has appeared suddenly or without precursors. 
Technological forerunners and various conceptualizations exist prior to the 
relatively new “IoT” label, for example, machine-to-machine (M2M) 
communications. 

• M2M communications refers to direct wired or wireless communication
between devices using any communications channel that does not necessarily
require direct human intervention.

• M2M communication can include industrial production facilities, enabling a 
sensor or meter to communicate the data that it records to application software 
that can further process them. 
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• IoT accommodates the same devices/ assets/machines as M2M applications, 
but also very small (low-power), personal, and inexpensive devices with 
sometimes very limited functionality that might not be able to justify a 
dedicated M2M hardware module. 

• Traditional M2M solutions typically rely on point-to-point communications 
using embedded hardware modules and dedicated protocols. 

• In contrast, IoT solutions depend predominantly on IP-based networks to 
interface device data to a cloud or middle ware platform primarily using 
common/open protocols.



Machine-to-Machine (M2M) refers to networking of machines (or 
devices) for the purpose of remote monitoring and control and data 
exchange.

Gambar 3.1 Visualisasi machine to machine



• An M2M area network comprises of machines (or M2M nodes) which have 
embedded hardware modules for sensing, actuation and communication. Various 
communication protocols can be used for M2M local area networks such as ZigBee, 
Bluetooh, ModBus, M-Bus, Wirless M-Bus, Power Line Communication (PLC), 
6LoWPAN, IEEE 802.15.4, etc.

• The communication network provides connectivity to remote M2M area  networks.

• The communication network can use either wired or wireless networks (Ipbased).

• While the M2M area networks use either proprietary or non-IP based 
communication protocols, the communication network uses IP-based networks.



Industrial Internet and Industry 4.0

A broad segmentation of IoT comprises:

1. A consumer-oriented perspective, including smart phones, connected 
automobiles, smart TVs, and wearables;

2. An industrial perspective. The latter includes, for example, power grids 
and power plants, transportation, wind turbines, and industrial equipment.

The straightforward analogy is to translate objects within an industrial 
(production) context into smart objects. Production facilities, such as tools, 
conveyors, and even the products to be manipulated or built will become smart 
objects as conceptually defined.
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Internet of Things Framework
3.3
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Infrastructure and Communication Technology

• The layer “Technology” describes the building blocks of an information and 
communication technology (ICT) infrastructure for the computerization of the 
(everyday) world. 

• These building blocks include multiple software and hardware components, as well 
as highly developed and novel technologies;

• They are used to connect virtual information about or from things to the physical 
real world;

• These include technologies for computing, storage, embedding, and mobile and 
wireless networking, as well as sensors and actuators.

The building blocks of the technology layer, which are a foundational dimension 
of IoT in the next slides.
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Architecture and Reference Models 
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Networks and Connectivity

• Network technologies connect objects that are equipped with information
technology, and can be located in different locations. A large number of 
network technologies are available for this purpose, depending on the 
application. 

• An application-related distinction feature is the scaling of the range. It 
ranges from global networks (satellites) over regional and local networks to 
so-called personal, body, and intra body area networks. 

• In contrast to PCs, smartphones, and similar devices, loT devices are 
normally constrained regarding memory space, access to a continuous 
power supply, and processing capacity.
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Table 3.1 Examples for IoT reference architectures 



Table 3.2 Overview of communication technologies and standards for IoT 





Sensors and Actuators in the IoT World

• Sensors are technical components for the qualitative or quantitative 
measurement of certain chemical or physical variables and properties, for 
example, temperature, light (intensity and color), acceleration, electricity, 
and so on. 

• The recorded measured values are usually converted into electronic signals.

• When a sensor is employed together with a processor (controller), a power 
supply, and a unit for data transmission, this is referred to as a sensor node. 

• A sensor node’s primary function is to collect, preprocess, and transmit 
sensor data from its environment to other sensor nodes or a base station.
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• Examples of sensor categories include (Baras and Brito, 2017) the following: 

• Location: GPS, GLONASS, Galileo

• Biometric: fingerprint, iris, face

• Acoustic: microphone 

• Environmental: temperature, humidity, pressure

• Motion: accelerometer, gyroscope



Actuators (Refresh)

• Actuators convert electrical signals (e.g., commands emanating from the 
control computer) into mechanical motion or other physical variables (e.g., 
pressure or temperature), and thus actively intervene with the control 
system and/or set variables. 
• In the field of measurement and control engineering, actuators are the

signal-related counterparts to sensors. 
• Types of actuators include hydraulic, pneumatic, electric, mechanical, 

and piezoelectric. They convert signals or setting and regulation 
specifications of a control into (mostly) mechanical work.



Cloud Computing and Fog Computing 

• In order to meet data management challenges, 32 cloud and fog computing are 
among the most important approaches to cope with IoT data management 
issues.

• Cloud computing is a concept in which computing performance, storage,
software, and other services are provided as a group of virtualized resources 
over a network, primarily the Internet.

• In addition to this, the “Cloud” of resources can be accessed at any time from 
any connected device and site. In principle, Cloud computing achieves 
excellent results in terms of networking resources and storing and accessing 
data related to or derived from connected things. 

• Cloud computing may possess some limitations—especially when millions of 
devices are to be handled in a time-critical manner.

3.6



• Fog computing, as a highly virtualized platform, provides computing, 
storage, and networking services between end devices and traditional cloud 
computing data centers that are typically, but not exclusively, located at the 
edge of a network.
• Focusing more on the “edge of the network,” however, implies a number of 

characteristics that make fog computing a nontrivial extension of cloud 
computing. 
• Fog computing is expected, for example, to deal with widely distributed 

and mobile deployments in which very large numbers of nodes are 
involved, for example, fast-moving and large groups of vehicles along 
highways or large-scale sensor networks to monitor the environment.
• Since its conceptual inception just some years ago, fog computing has 

achieved remarkable interest in academia and industrial research.



Gambar 3.3 IoT application domains and related applications. 
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