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Abstract In overpopulated nations, the need for medical treatment is increasing along with the

population; healthcare difficulties are becoming more common. The population’s need for high-
quality care is growing despite decreasing treatment costs. Because of technological improvements,
a machine may remotely monitor health, which is more reliable than manual monitoring. The time
required for individualized training may be shortened, and the dependability of complicated equip-
ment may be increased. This study recommends a real-time remote patient monitoring system based
on the Internet of Things (IoT) to assure the accuracy of the vital real-time signal. The vital real-
time signal is sent from the proposed method to the website using the Message Queuing Telemetry
Transport (MQTT) protocol. This work aims to read and analyze patients’ vital signs and reduce

Message queuing telemetry
transport;

Internet of things;
Healthcare system

the latency while transmitting the signals.
© 2023 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/

licenses/by-nc-nd/4.0/).

1. Introduction

The healthcare sector has recently experienced considerable
development and suggestively increased employment and rev-
enue [1]. The diagnosis of diseases and other irregularities in
the human body needed a physical examination in the hospital
a few years ago. The majority of individuals had to remain in
the hospital while receiving therapy. This increased the expense
of healthcare while also placing pressure on rural and distant
healthcare facilities. With the progress in technology over the
years, it is now possible to diagnose numerous ailments and
keep track of one’s health utilizing small gadgets like
smartwatches.
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Additionally, technology has changed the healthcare system
from being focused on hospitals to being focused on patients
[2]. Blood pressure, blood glucose, pO2, and other clinical
analyses, for instance, can be measured at home without the
help of a healthcare proficient [3]. Clinical data may also be
sent from distant areas to healthcare institutions using
advanced telecommunications technology. The accessibility
of medical facilities has increased thanks to such communica-
tion services and rapidly evolving technology. Machine learn-
ing, big data analytics, the Internet of Things (IoT), remote
sensing, cloud applications, and cloud computing are examples
of this technology [4].

The Internet of Things has expanded human interaction
options with the outside world while simultaneously enhancing
freedom. With cutting-edge protocols and algorithms, IoT has
significantly impacted worldwide communication. Many dif-
ferent gadgets, wireless sensors, household appliances, and
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electrical equipment are connected to the Internet using this.
The fields of agriculture, vehicles, homes and healthcare all
use IoT in some capacity. The Internet of Things (IoT) is
becoming increasingly popular due to its increased accuracy,
reduced cost, and improved event prediction advantages.

Additionally, the advancement of computer and mobile
technology, the accessibility of wireless technology, and the
growth of the digital economy have all contributed to the
quick IoT revolution [5]. To collect physiological data from
patients’ bodies, such as temperature, pressure rate, electrocar-
diogram (ECQG), electroencephalogram (EEG), and so on,
embedded or wearable sensors are utilized in healthcare appli-
cations. Environmental data can also be captured, including
temperature, humidity, time, and date [6].

These data enable the development of precise and pertinent
assessments of the patient’s health status. The Internet of
Things (IoT) system also requires the storage and accessibility
of data since a significant volume of data is collected and
recorded from many sources. Doctors, careers, and other
authorized individuals have access to the data acquired by
the above sensing devices. With cloud/server technology,
healthcare professionals may quickly diagnose patients and
take necessary medical action. The users, patients, and com-
munication module work together continuously to provide
efficient and secure transmission. The development of [0T sys-
tems for healthcare monitoring, management, privacy, and
confidentiality are extensively covered in the literature. These
successes show how useful IoT is for the healthcare industry
and how promising it is going forward. The main challenge
while emerging an IoT device is maintaining the quality-of-
service matrix, which includes cost, availability, dependability,
and information-sharing privacy [7].

1.1. IoT technologies in healthcare

Technology is essential for creating an IoT system for health-
care. This is because various technologies can improve an IoT
system’s functionality. Many cutting-edge technologies have
been used to link diverse healthcare applications with an IoT
system [8]. Three categories, namely identity technology, com-
munication technology, and location technology, may broadly
categorize this technology as shown in Fig. 1.

Identification
Technology

Healthcare IoT

Communication
Technology

Location
Technology

Fig. 1

Healthcare IoT technology classification.

1.2. Identification technology

Each authorized organization is given a distinctive identity as
part of the identification process, which enables quick identifi-
cation and transparent data sharing [9]. Every resource con-
nected to the healthcare system, in general, comes with a
unique digital identifier. This guarantees the link between the
resources in a digital domain and their identification. Numer-
ous identification criteria have been documented in the
literature.

The Open Software Foundation has created two unique
identifiers: one globally unique and the other universally
unique. A component of the Distributed Computing Environ-
ment (DCE), the universally unique identity, may be used
without the need for centralized coordination. The sensors
and actuators in a healthcare network are recognized and
addressed independently, aiding in the system’s smooth opera-
tion. However, because of the ongoing development of IoT-
based technologies, a component’s distinctive identity may
change during the IoT system’s life cycle [10]. Therefore, to
maintain its integrity, the system or device needs a mechanism
to update this information. This might be explained by the
possibility that changing the settings could impact the tracking
and diagnosis of the network device.

1.3. Communication technology

The linking of the healthcare IoT network is made possible by
communication technologies. These may be broadly catego-
rized into medium-range and short-range communication tech-
nologies. In contrast to medium-range communication
technologies, which typically support communication over
long distances, such as communication between a base station
and the central node of a body area network, short-range com-
munication technologies are the protocols used to connect
objects within a constrained range or a BAN (BAN). In the
case of short-range communication, the communication dis-
tance might range from a few millimeters to several meters.
In IoT applications, short-range communication techniques
are most frequently utilized. Bluetooth, RFID, Wi-Fi, Zigbee,
and other popular communication technologies.

1.3.1. Radio-frequency identification (RFID)

Face-to-face communication is facilitated by RFID (10 cm—2
00 m). A reader and a tag make up the device. A microcon-
troller and an antenna are used to make the tag. In the IoT
ecosystem, it is used to precisely identify a product or device
(such as medical equipment). The reader makes a radio wave
connection with a tag to communicate or receive data from
the item. In the Internet of Things, an electronic product code
serves as the data format for the tag (EPC). RFID enables
medical practitioners to locate and keep track of medical
equipment quickly. The main advantage of RFID is that it
doesn’t need an external power source. It is a somewhat uncer-
tain protocol, though, and connecting with a smartphone may
result in compatibility concerns.

1.3.2. Bluetooth

Bluetooth and short-range wireless communication technolo-
gies use ultra-high frequency (UHF) radio waves. This exper-
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tise agrees with the wireless connection of two or more medical
equipment. 2.4 GHz is the Bluetooth frequency band. The
Bluetooth protocol has a 100-meter communication range.
Bluetooth offers both encryption and authentication for data
security. The low cost and energy efficiency of Bluetooth are
its main advantages. Additionally, it assurances less interfer-
ence during data transfer between the linked devices. However,
this technology falls short of the requirement when the health-
care application calls for long-distance communication.

1.3.3. Zighee

One of the common protocols used to link up, and exchange
data amongst medical devices is called Zigbee. Zigbee operates
in frequencies akin to Bluetooth (2.4 GHz). However, com-
pared to Bluetooth-enabled devices, it offers a wider connec-
tion range. The network of this technology features a mesh
topology. End nodes, routers, and a dispensation center make
up this system. The processing center carries out data gather-
ing and analysis. Even when one or more devices malfunction,
the mesh network guarantees constant communication
between other gadgets. Zigbee has several benefits, including
low power feasting, fast transmission rates, and an extensive
capacity network.

1.3.4. Near-field communication (NFC).

The core concept underpinning NFC is electromagnetic induc-
tion among two loop antennas positioned close to one another.
This technology transmits data through electromagnetic induc-
tion, similar to RFID tags. Active and passive are the two
operational modes for NFC devices. Only one device creates
the radiofrequency while in passive mode; the other acts as a
receiver. Without pairing, both devices can simultaneously
send data when in active mode and emit RF [11]. The ease
of use and effective wireless communication network of NFC
are its key benefits. However, it only works for highly close-
range communication.

1.3.5. Wi-Fi

The IEEE 802.11 standard is followed by Wireless Fidelity
(Wi-Fi), a wireless local area network (WLAN). It has a
communication range of up to 70 feet, which is more than
Bluetooth’s. Fast and simple network creation is possible
with Wi-Fi. As a result, it is mainly used in hospitals. Wi-
Fi is popular because it is easily compatible with smart-
phones and can offer great security and control. However,
its power usage is disproportionately higher, and the net-
work is chaotic.

1.3.6. Satellite

In remote and geographically distant locations, such as rural
regions, highlands, heaps, oceans, and so forth, where other
technologies for communication are difficult to reach, satellite
communication has been proven to be more beneficial and
effective. The satellite gathers signals from the ground and
amplifies them before transmitting them back to Earth. More
than 2000 satellites are in orbit around the planet. Satellite
communication has several advantages, including quick inter-
net access, dependability, and technology compatibility. How-
ever, compared to other communication methods, satellite
transmission has a very high-power need.

1.4. Location technology

The healthcare network uses real-time location systems
(RTLS) or other location technologies to identify and locate
objects. Based on how the resources are allocated, it also mon-
itors how the therapy is progressing. The GPS, or global posi-
tioning system, is one of the most frequently utilized
technologies. Satellites are used for tracking reasons. As long
as there is a direct line of sight between the target and the four
satellites, GPS can locate the item. It might be used in [oT for
healthcare to find an ambulance, a doctor, a caregiver, a
patient, etc.

The use of GPS, however, is restricted to outdoor settings
since nearby structures may interfere with an object’s ability
to communicate with a satellite. A local positioning system
(LPS) network can be utilized successfully in such circum-
stances. By detecting the radio signal that the moving item
emits to a variety of already placed receivers, LPS can follow
that. LPS may also be used with several short-range communi-
cation technologies, including RFID, Wi-Fi, Zigbee, and
others [12]. However, due to its benefit of having a better tem-
poral resolution, ultra-wideband (UWB) radio is recom-
mended. The receiver can then precisely calculate the arrival
time. It uses a UWB-based localization technology that tracks
motion based on the time difference of arrival (TDOA).

Real-time tracking, patient data management, medical
emergency managerial staff, and blood data management are
just a few medical applications using IoT that are now being
used in the healthcare system [13]. The Internet of Things is
used in the healthcare industry to connect various medical
resources and provide every-one who needs them with effective
and efficient care. Applications like telemedicine, telehealth,
and personal health records employ existing loT-DHSs mod-
els. Distributed systems consist of several independent com-
puters that seem to consumers as a single, unified computing
system. For high-performance computing tasks, distributed
systems are used [14]. The main goals of distributed systems
are for users or programs to have simple access to remote
resources. Grid computing systems are an aggregation of
workstations or computers that all run a different administra-
tive domain, hardware, software, and established network
topology, as opposed to cluster computing systems, which
are made up of machines that all run the same operating
system.

Dispersed information systems are supported by transac-
tion processing and business application systems. The main
aim of the distributed health monitoring system is to develop
the tendency and integrated telemedicine, telehealth, PHR,
etc. [15]. The distributed healthcare monitoring system
addresses some of the shortcomings of the current IoT design,
which is excessively centralized and extensively reliant on the
back-end core network for all decision-making progressions
[16]. In healthcare contexts, monitoring systems offer highly
accurate actor and equipment tracking. Clinical staff actions
are observed to guarantee high-quality healthcare. Systems
for monitoring patients’ health indicators are also employed.
They provide real-time analysis and feedback regarding clini-
cal staff and patients in emergency scenarios. Contribute to
reducing the number of fatalities brought on by negligence
or human error. Computer vision, real-time location systems,
and combined CV-RTLS are three cutting-edge techniques
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for monitoring patients and healthcare personnel in healthcare
systems [17].

1.5. Objectives

e The research aims to reduce the latency while transmitting
the signals.

e To pursue
applications.

e To state the importance of the IoT in the health care
system.

system development in IoT healthcare

1.6. Challenges

The nodes in the system must create a large amount of data
and sample sensors quickly. For this, the batteries’ high energy
is required.

The human body affects wireless broadcast signal broad-
cast. Signal transmission is impacted by diffraction around
the body and reflection from the body.

The healthcare system uses several nodes with various sig-
nals to continuously produce a large amount of streaming
data. Data collisions and high energy usage result from this.

Systems in the healthcare industry should offer real-time
communication with assured latency to give patient feedback
in the event of emergencies like patient falls.

Healthcare system sensors are closely tied to one another.
The detected signals are utilized to produce or recreate the ini-
tial motions.

Scalability is required for IoT-based healthcare systems’
networks, services, apps, and back-end databases.

Because healthcare systems deal with a multi-patient set-
ting, it is essential to correctly identify patients inside the
system.

The paper is classified as follows: Section 2 reviewed some
of the works done on the same subject. Section 3 provided
information regarding the methodology. Section 4 provided
the discussion, results, and the comprehensive progress of the
suggested approach to current best practices. The last section
is 5, where the paper’s conclusion.

2. Related work

A WLAN:-based end-to-end flow remote health monitoring
system has been introduced. The system uses medical sensors
to gather the patient’s vital signs, such as heart rate, blood
pressure, pulse oximetry, and body temperature. The work in
this study did not incorporate real-time ECG signals. The pri-
mary controller for processing and analyzing the data is an
Arduino Yun. The application programming interface (API)
is then used to upload the data through WLAN to the cloud.
Doctors can use the internet server to verify the patient’s med-
ical information and to make remarks to the patient. Data will
be momentarily retained on the memory card if the device loses
its WLAN connection. Once the assembly is restored, the sys-
tem will synchronize the data with the server [18].

A remote health monitoring system based on smartphones
is suggested. A smartphone application is used in this system.
To discuss the course of therapy, the persistent can use a
smartphone to video conference with the doctor. This technol-

ogy secures the patient’s video data with Skype’s AES-style
encryption. This system does not support real-time mode.
The patient must manually submit the vital signs obtained to
the server [19].

Using medical data on the internet and through mobile
application platforms is made possible by providing an RF-
based remote monitoring system. The entire system comprises
a coordinator node, website and database server, edge devices,
and graphical user interface (GUI) element. The primary ser-
ver receives the data that has been collected. The GUI allows
users to view the data and analyze the outcomes. The sluggish
server response time and the transmission latency preclude this
system from running in real-time [20].

Doctors may remotely check on their patients’ health prob-
lems using an internet-based IoT-based healthcare system,
which has been demonstrated. The biometric data was col-
lected and wirelessly sent to the internet server using this mod-
ule’s E-Health Sensor Shield Kit. The microcontroller
temporarily stored the sensor data before transferring it to
the web database. The user must log in using a unique ID to
view the data. The system needs around 15 s to complete the
process of gathering health data, sending it to the web server,
and visualizing it on the webpage. With the proliferation of
various portable devices designed to enable remotely mindful,
the trend of remotely monitoring patients’ health from their
homes is growing. By exchanging health information with
human services organizations like experts, medical attendants,
and professionals, the cloud, IoT, and mobile technologies
make monitoring the patient’s well-being easier. We have pro-
vided the emergency clinic board with a medical services
framework that enables watchmen and specialists to remotely
check on patients’ welfare online. The essential core focus is on
remote observation and direction awareness through data
transmission in a verified manner. People require ongoing
medical treatment administrations to be completed [21].

Edge Cloud and Web Real-Time Communication
(WebRTC) is suggested for a patient remote monitoring sys-
tem. In addition to serving as storage, Edge Cloud also serves
as a platform for communication between patients and remote
patient monitoring systems. Push and pull are the two operat-
ing modes for the system. When push-mode remote monitor-
ing is used, the system notifies the user if any suspicious
health data is found. On the other hand, pull-mode remote
tracking enables the user to evaluate previously obtained data.
WebRTC supports a variety of channels for communication
between the cloud server and the central system. The system’s
analytical engine will examine the data and video gathered.
Instead of vital sign data, this system primarily focuses on
optimizing and sending visual data [22].

A Raspberry Pi is used to construct an IoT-based e-health
system. The data in a particular chart was recorded using a
server-side Node program, providing a web interface for the
user to see the chart. The e-health system is furnished with
temperature, galvanic skin response, airflow, pulse oximeter,
and blood pressure sensors. With this technology, the user
may choose between a live session and a recorded session for
data recording. The data will only be momentarily saved in
the live assembly mode. The information will be saved for
the recording session forever [23].

An IoT device called the remote patient well-being observa-
tion framework might be used at home by elderly people or
patients to monitor their continuous health measurements,
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including temperature, blood pressure, and electrocardio-
grams. This IoT device would then alert the users if a crisis
materialized, which would fluctuate the sensor readings out-
side the typical range. A thermometer, ECG sensor, and
sphygmomanometer are used to build this gadget, and an
Arduino is used to transfer data to servers using WIFI. The
servers decide on the information shown on adjacent handheld
devices. In the unlikely event that the sensor readings are out-
side the normal range, a server alert will be issued to the client
[24].

As people use sensor-based well-being monitoring devices,
problems start to appear. Even though health monitoring
devices are small, seeing them confuses the hardware and their
application. Sensors may be used to detect a variety of modal-
ities, including the pulse and cardiac rate, body temperature,
and pulse, and the information can then be stored for further
review and analysis. Although there is a chance at every per-
spective to screen, certain misunderstandings need to be clari-
fied. There aren’t many unanswered questions, such as helping
blind people alone, identifying and sending a crisis response
team to the area using GPS, identifying and storing high and
low weight in a database, initiating the use of an emergency
treatment child by a person nearby, and encouraging people
to help the patient. The information that has been collected
and stored will help the patients use it for future use. The
method of determining the problem is looked at, and a philos-
ophy is suggested. A WLAN-based system was demonstrated
for longer-term health monitoring with a stream [25]. The sys-
tem uses therapeutic sensors to gather silent vital signs such as
body temperature, pulse oximetry, blood pressure, and heart
rate.

An ECG flag in real time was not required for the assign-
ment. The most effective regulator for handling and analyzing
data is Arduino Yun. At that time, the data is sent via WLAN
using the API into the cloud. The Online Patient Check Server
allows specialists to login in, access clinical data, and refer
comments to persistent server users. The data will be briefly
kept in the memory flash in the unlikely event that the device
loses its WLAN connection [26]. The framework will organize
the data from the server once the connection to it has been
established again.

The usage of web and mobile application platforms to get
information about the user’s medical treatment is illustrated
by utilizing an RF-based further healthcare monitoring struc-
ture. The framework comprises radar hubs, controller nodes,
and client, web, and file server interfaces [27]. The information
is gathered via the sensor hub. The collected data is moved to a
central server. Clients can take notes and review the outcomes
via the GUI. The system can’t support real-time due to broad-

P
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Fig. 2

Transmisson

cast interruption and slow server response. By using WEBRTC
in addition to Edge Cloud, a monitoring system that is inacces-
sible to the public is created. That isn’t the function, but it is
also used as a communication channel between the patients
and a more advanced silent checking system [28]. The frame-
work offers two distinct operating modes: push and pull. If
aberrant health information is identified in remote monitoring
push mode, the framework notifies the client by sending an
alarm. Pull mode is more focused on getting the client to
review the already obtained data. Many of the ways the cloud
server interacts with the majority of frameworks are supported
by WebRTC. The system’s explanatory motor analyses the
data that has been gathered and the video [29].

3. Methodology

The four components of the proposed patient monitoring sys-
tem are shown in Fig. 2, a set of vital sign sensors, a microcon-
troller, an MQTT broker that serves as a communication
module, and a receptor (Mobile application or website). Vital
signs, including blood pressure, heart rate, and body tempera-
ture, will all be recorded. Then these data are collected using
various types of sensors. The microcontroller (Arduino or
Raspberry Pi) will send the collected data to (MQTT) broker
via Wi-Fi__ 33. Finally, the MQTT broker publishes these
readings data to the web server or Mobil application.

An ADR8232 sensor is used to gather data from the heart
patient. It locates and amplifies the critical signal using the
electrical activity of the heart muscle as a starting point. The
system’s primary controller is an Arduino ESP 32 with Wi-
Fi__ 33. Before using a Wi-Fi___ 33 module to transmit real-
time data to an MQTT broker, the primary controller will
review the information it has already collected. An MQTT
(Message Queuing Telemetry Transport) broker housed on a
Raspberry Pi 3 transmits the data to the website as shown in
Fig. 3.

This experiment makes use of an MQTT relay. The JSON
data is delayed before being stored in the database since it sub-
scribes to the same Topic as the webserver in the MQTT bro-
ker. The recommended method may, therefore, simultaneously
show the vital real-time signal on a web server and save it in a
database. In addition to the website, the doctor may access an
Android mobile application to view the current vital signs
(App). Users may observe a real-time ECG chart and pulse
rate with the program (BPM). The BPM, which is updated
every-three seconds, is calculated using the real-time data that
has been obtained. Doctors and nurses can see the stored his-
torical data by connecting to the database server.

.
=0

Components of the proposed system.
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Fig. 3 MQTT network Communication.

Instead of using the Hypertext Transfer Protocol (HTTP),
this work employs the MQTT network protocol since it uses
less bandwidth and electricity and is more suited for Internet
of Things (IoT) development. Before transferring the data to
the website and database, the crucial signals data is condensed
into a JSON Format string. The efficiency of data conversion
on the client side is much improved since both the web server
and the database have internal functions that can accept
JSON-structured data.

JavaScript programming language was used to create the
web server. A vital real-time signal is shown via web sockets
based on the JSON data sent by the projected healthcare mon-
itoring system. Additionally, the webserver calculates suite loss
and jitter delay.

The equation for calculating the package loss is given as fol-
lows (1)

PL:stNR (1)

NS stands for the number of packages delivered by the cen-
tral controller, NS for the number of packages received by the
web server, and Py stands for package loss. The jitter delay is
calculated using equation (2).

PL:stNR (2)

jitter delay location, the time difference between packages
delivered by the primary controller and those received by the
web server, is denoted by the abbreviation TS and Tk, respec-
tively. Using the equation, the average jitter delay may be
calculated.

PL = NS - NR (3)
where S is the total jitter delay and is the total number of
packages.

3.1. MQTT protocol

The most well-known protocol in internet history is HTTP
(Hypertext transfer protocol). The HTTP protocol has become

extremely important for data transport in this diverse internet
system. The amount and diversity of IoT devices compared to
internet devices set the internet of things apart from the inter-
net. Due to restrictions like header size, latency, completely
connection-oriented design, and other issues, effectively con-
necting [oT devices and the internet might not be as simple
as it would seem. The MQTT Protocol is explored, and its
numerous uses are to condense the subject matter.

From the MQTT protocol, IBM developed it. The commu-
nication model is where HTTP and MQTT fundamentally
diverge. While MQTT uses the Publish-Subscribe architecture,
HTTP uses the Request-Response communication mechanism.
Sensors, dashboards, and mobile apps are included in generic
internet of things deployments. Data acquisition involves mul-
tiple switches and routers. The publisher is the first of three
main entities engaged in the MQTT protocol. The publisher
gathers information from various sources, including embedded
mobile sensors, deployed sensors in machines or wearables,
and more. Subscription is the second entity. The subject the
subscriber selects for which the publisher makes data available.
A user dashboard or a mobile application might be the sub-
scriber. The broker is the third and most significant entity.
The primary responsibility of a broker is to obtain data from
the publisher and give it to the subscriber. The broker will
be set up on creative and resourceful equipment that can han-
dle many difficulties simultaneously. Most apps utilize brokers
to store data in cloud services, which users access, making it
simple to manage data.

When a little code footprint is necessary or network band-
width is inadequate, a lightweight publishing and subscribing
messaging protocol called MQTT was developed to be used
on top of the TCP/IP protocol for communications to distant
locations. One of the components required for every Publish/
Subscribe messaging design is a message broker. Fig. 4 depicts
the signal flow diagram for MQTT, which comprises a message
broker, publisher client, and subscriber client. A client must
connect to the broker to exchange messages using MQTT’s
publisher/subscriber mechanism.
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Publisher
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MQTT Broker)
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(MQTT Client)
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Fig. 4

A client must subscribe to the broker’s communications
and be interested in the topics to hear the subjects. The client
must keep the session alive by sending a keep-alive message to
the broker if it is not interested in sending or receiving mes-
sages. A session between a client and broker is terminated if
a broker does not receive a keep-alive message. One broker ser-
ver and the Publisher and Subscriber types of clients make up
MQTT. For the intriguing topic, the broker server serves as a
middleman for communications between the publishing client
and subscribe client. The Subscribe client chooses the subjects
it considers when the Publish client offers a topic and transmits
a message to the Broker server. The content of an MQTT mes-
sage is primarily made up of three components: a fixed header,
a variable header, and a payload. Either every order commu-
nication must contain a fixed header for 2 bytes. The format
of the fixed header is specified in Table 1.

e There are 14 different message types.

e QoS Level: The three quality service levels are QoS 0, QoS
1, and QoS 2. The larger the influence of communication
efficiency, the higher the degree and operational overhead.

e Length Left: in addition to the outside fixed head

e The maximal transmission size, such as the variable header
and payload portion, can be extended to 4 bytes, or
256 MB.

In QoS Level 0, a message is only transmitted once by the
message distribution flow; it is not checked to see if it has
reached its intended recipient. As a result, it is conceivable that

Publish

Flow of signal in MQTT.

successfully sent when PUBACK was lost, the identical mes-
sage would likely be sent repeatedly. Various themes, with
the corresponding payload differing in content Table 2 dis-
plays the payload.

e Sender: 64-byte source and destination data that may be
empty

e TS: send the date stamp, which must be 4 bytes long and
not empty

e Payload type: 1-byte form

e Content: JSON-formatted push message data.

The message is passed precisely once by QoS Level 2 using
the 4-way handshake. This level virtually eliminates the likeli-
hood of a message loss. The challenging 4-way handshake
usage procedure causes the end-to-end latency in QoS Level
2. As was already noted, the MQTT protocol includes advan-
tages such as reduced overhead, support for three levels of
QoS, many-to-many connections, etc. The downside of MQTT
is that it requires session maintenance for message transport.
This is due to the connected gadget never having a chance to
relax as it must constantly maintain a connection. The provi-
sion of different services is constrained by including a broker
in the MQTT framework.

Table 2 Payload Format.

the message will be for messages of a certain size. 70 68 64 0
Using the status check message PUBACK, QoS Level 1 Content Kind TS Sender
transmits the message at least once and verifies that it has been
delivered. Since the server lacks proof that the message was
Table 1 MQTT Message Format.
Bit 7 6 5 4 3 2 1 0
Bytel Type of Message DUP Flag QoS Level Recollect

Byte2 Remaining Length
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[ IoT User J [ Open Medium J [ Broker/ Server ]

- N
Input: IoT user identification MQTT Publish Receive: JSON Object
Prepare: JSON data of credential = »> Decrypt: JSON Object
Encrypt: JSON Data Encrypt JSON object Retrive: User Credential
Publish: JSON Data Store: Credential in Database
. J
e ~
i Generatet: Confirm Credential
Receive: JSON Object MQTT Publish Prepare: JSON object of credential
Decrypt: JSON Object Encrypt JSON object Encrypt: JSON Object
Retrive: Confirm Credential Publish: JSON Object
Store: Credential file
Edit: Credential R g
( IoT User and Broker subscriber and Publish with "user/reg" ]

Fig. 5 User Registration Phase.

[ IoT User J [ Open Medium J [ Broker/ Server ]

Generate: [oT ]?evice identiﬁcati.on MQTT Publish Receive: J SON‘ Obj:ect

Prepare: JSON data of credential »> Decrypt: JSON Object
Encrypt: JSON Data Encrypt JSON object Retrive: Device Credential
Publish: JSON Data Store: Credential in Database

Generatet: Confirm Credential
MQTT Publish Prepare: JSON object of credential

Encrypt JSON object Encrypt: JSON Object

Publish: JSON Object

Receive: JSON Object
Decrypt: JSON Object
Retrive: Confirm Credential
Store: Credential file

( IoT User and Broker subscriber and Publish with "device/reg" ]

Fig. 6 Device Registration Phase.
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3.2. Framework MQTT authentication

There are three steps to the suggested framework. User regis-
tration, device registration, and user authentication are among
the phases. As previously mentioned, three entities are
involved in MQTT communication. A broker, a subscriber,
and a publisher make up the organization. Assume that the
user needs access to the data from the perception device under
the described paradigm. To do that, the user device must first
register with the broker device, after which it must validate
with the broker device to access the sensor data.

3.2.1. Phase of user registration

As seen in Fig. 5, the user interacts with the broker at this step
to register using their user information.

With the broker device’s pre-shared public key, the user
encrypts a message created using their user information. The
user uses the open channel to send this message to the broker.
The private key is attached to the user information by the bro-
ker to obtain them. The broker keeps the password in the data-
base. The broker generates any additional credentials needed
by the user to validate them. The broker creates a credential
object, then broadcasts it on the transmission medium after
encryption. The user obtains the broker’s information, con-

firms the broker’s legitimacy, and stores the login information
in a file. The user’s computing device can also store data in the
file with the appropriate resources.

3.2.2. Phase of device registration

As seen in Fig. 6, the device communicates with the broker to
register using the device credentials at this step.

A communication that the sensing device generates using
the sensing device credentials is encrypted using the pre-
shared public key of the broker device. The perception device
uses an open channel to transmit this message to the broker.
Using the secluded key, the broker embellishes the credentials
for the sensing equipment. The broker stores the credential in
the database. The broker creates any extra credentials required
by a sensing device to confirm authenticity. The broker creates
an access control object, encrypts it, and then publishes it on
the transmission medium. The sensing device obtains the
broker-generated information, verifies the broker, and saves
the login information to a file.

3.2.3. Phase of user authentication

This stage involves the user authenticating themselves with the
broker, as seen in Fig. 7.

( IoT User ] [ Open Medium J [ Broker/ Server ]
Enter: User Credential
Compute: Necessary Credential MQTT Publish Receive: JSON Object
Prepare: JSON data of credential E 4JSON obi Verify: User Credential with Database
Encrypt: JSON Data ncEypls opjeet Retrive: User loaction in database
Publish: JSON Data
Compute: Session Key
P i N .
Receive: JSON Object e ——— Prepare: .J SON object \th n.lessage
) -~y MQ S session key, communication
Decrypt: JSON Object < Y 5 e e
Retrive: Message, topic and session Encrypted JSON object Encrypt: JSON Object
. K:ey Publish: JSON Object
Subscribe/Publish: Communication Subscribe/Publish: Communication
L Store: Session Key
e ~
Receive: Sensor Data Receive: JSON Object
Generatet: JSON object MQTT Publish Decrypt: JSON Object
Encrypt: JSON Object using session » Store: Sensor data in Database
Key Encrypted JSON object Publish: JSON object to subscriber with
Publish: JSON Object encryption or without encryption
\.
[ IoT User and Broker initial subscriber and Publish with "user/login" ]

Fig. 7 User Authentication.
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After receiving the user’s credentials, the user device calcu-
lates the required authorizations. The computed credentials
are encrypted in a JSON object created by the user’s device.
The user device distributes this JSON object to the broker.
The broker device obtains the user’s credentials from the data-
base, where they are then verified there. The broker provides
the user with the proper subjects so they may get the data from
the sensing devices. For the user to securely connect with the
sensing device, the broker also computes any session key cre-
dentials that may be required. The authorized message, assem-
bly key, and communication are all included in a JSON object
that the broker produces and encrypts using the user device’s
public key. The broker publishes this JSON item to the user’s
device.

The broker securely exchanges session keys and user identi-
ties with the sensing devices. The user receives the session key
and the appropriate subject to contribute to each sensor. The
user keeps the session key and subscribes to the specified sub-
jects. The sensor begins to send its session key-encrypted data.
Such data is encrypted by the user and stored in a broker file or
a local file via the free channel.

4. Results and discussion

Consider observing the MQTT publish/subscribe messaging
technology to assess the suggested methods. The execution of

Table 3 Packet Loss Rate at Round Trip Time.

Packet Loss Rate Round Trip Time

QoS1 QoS
0 % 0 0
5% 0.15 0.2
10 % 0.18 0.25
15 % 0.2 0.4
20 % 0.25 0.6
25 % 0.6 1
30 % 1 1.25
1.4
@
o 1.2
£
=1
&
5 0.8
E
g 0.6
~
0,04
<
8
> 0.2
<
0
0% 5% 10%

this performance test demonstrated the importance of the sug-
gested messaging system’s essential qualities, including its
weight property and dependability-providing capabilities.
The loss rates of 5, 10, 15, 20, 25, and 30 % were added and
examined as appropriate. Table 3 shows the packet loss rate
during the round-trip time at two different protocols, QoS1
and QoS. The MQTT protocol provides QoS 0, 1, and 2 in
dependability. The typical RTT (Round Trip Time) for a sin-
gle transaction is shown in Fig. 8. MQTT QoS 1 and 2 are
appropriate here. These findings have nothing to do with
how UDP and TCP function differently. As a result, the
RTT of MQTT is shorter overall.

Table 4 and Fig. 9 show the packets required to transfer the
measured biomedical message from the healthcare measure-
ment device to the message broker, immediately sent to the
management and the treatment device. In this case, this quan-
tity was ignored. To provide a fair comparison, two different
MQTT messages with the same biological message were deliv-
ered. The broker and clients for each protocol were set up on
the same desktop computer and Raspberry Pi to do this.

Table 5, 6 and Fig. 10 illustrate the computations required
to encrypt and decrypt sensor data. The sensor performs one
addition and one multiplication throughout the encryption
process. During the decryption procedure at the receiver side,
the server must do one multiplication and one subtraction to
get the original message from the encrypted text. The amount
of time needed for encryption and decryption grows together
with the message length.

Table 4 Packets required for data transfer.

Number of Packets Number of Messages

MQTT-PUB MQTT-SUB
2 2 7
4 2 4
6 2 2
8 2 7
15% 20% 25% 30%

Packet Loss Rate

e (Q0S 1

QoS

Fig. 8 Packet loss rate with round trip time.
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9 e e

Number of Packets

N W A

Table 5 Encryption Time.

\an/

1 2 3 4

6 7 8 9 10

Number of Message

e MQTT-PUB

MQTT-SUB

Fig. 9  Packets required for data transfer.

Reading Encryption Time
2 500
3 700
4 750
5 800
6 870

Table 6 Decryption Time.

Reading Decryption Time
2 500

3 850

4 1000

5 1495

6 2800

5. Conclusion

The proposed real-time persistent monitoring structure has
been evaluated using healthcare IoT. Successful online presen-
tation and storage of the crucial real-time signal in a cloud ser-
ver. The most important protocol for IoT application layer
communication is MQTT. All main sectors are currently faced
with a huge difficulty related to security and privacy; hence in
this paper, different security such as access control and authen-
tication, has been emphasized. The trial results show no pack-
age losses or errors during data package transfer. The
recommended system is usable by the hospital. The doctors
or nurses may use a computer or smartphone to check any
patient’s vital signs anytime, anywhere, without going to the
wards. This method can save travel time and costs, particularly
for patients from residential or rural areas. The recommended
strategy has the potential to improve healthcare across the
nation. The proposed system’s prototype was developed and
implemented, and the MQTT-based system’s performance
was assessed regarding round-trip time and the number of
transaction packets.
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Fig. 10 Computation time required for Encryption and Decryption of sensor data.
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